
Does the CCPA apply to your business?
Tackle th is  issue wi th legal  counsel  and people who know what informat ion 
the business col lec ts ,  uses and shares.   The CCPA is  surpris ingly broad.      

Will the business provide CCPA rights to everyone, or just 
Californians?   
Determine whether the business wi l l  adopt a comprehensive or a 
s tate-by-s tate approach to pr ivacy.  

Identify what information the business collects, why it is 
collected, how it is used, and whether it is sold to or 
shared with third parties.  
This  is  cr i t ical ,  and the job gets  more complex i f  the business uses many 
di f ferent  sys tems and has legacy data.   

Update privacy disclosures.  
The CCPA requires a number of  disc losures.   At  or before the point  of  
col lec t ion, businesses must  inform consumers of  the categories of  personal  
informat ion to be col lec ted and the purposes for which i t  wi l l  be used.  
Businesses’  on- l ine pr ivacy pol ic ies and Cal i fornia-speci f ic  pr ivacy pol ic ies 
also must  descr ibe CCPA r ights  and how to exercise them, inform consumers 
of  the categories of  informat ion the business has col lec ted about them in the 
las t  12 months,  and the informat ion about them that  the business has sold or 
disc losed for a business purpose. 
 

Starting on January 1, 2020, California consumers will have 
powerful new rights to access and control the personal 
information that covered businesses collect about them. 
Here are 10 steps to help your business get ready.        
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Implement processes to verify, track and respond to 
requests for access, disclosure, opt-out and deletion of 
personal information .        
At  a minimum, businesses must  es tabl ish a to l l - f ree te lephone number and 
web s i te address ( i f  the business has a websi te)  so consumers can submit  
requests  for access and disc losure.   Businesses that  se l l  personal  informat ion 
also must  provide a l ink on their  in ternet  home page t i t led “Do Not Sel l  My 
Personal  Informat ion.”

Respond to California consumers’ verifiable requests for 
access, disclosure and deletion.  Businesses must  respond to 
ver i f iable consumer requests  for access and disc losure in wri t ing, wi thin 45 
days.  Consider us ing an automated workf low process to t rack and respond to 
consumer requests .

Review loyalty programs so that consumers who exercise 
their CCPA rights are not treated differently or charged 
higher prices than others.  

Update security practices and procedures.  
The CCPA al lows for pr ivate c iv i l  sui ts  in the event  of  a breach of  unencr ypted 
personal  informat ion due to the business’s  fai lure to implement and maintain 
reasonable secur i ty procedures and pract ices.   P laint i f f s  can recover s tatu tor y 
damages of  $100-$750 per consumer per incident  or actual  damages,  
whichever is  greater.   According to the Cal i fornia Depar tment of  Jus t ice,  the 
20 securi ty controls  in the “CIS Cri t ical  Securi ty Controls  for Ef fec t ive Cyber 
Defense” are a f loor for reasonable cybersecuri ty and data protect ion.  (Pro 
t ip:   Encr ypt ion is  a must . )

Update contracts with vendors.
Contracts  should make c lear that  vendors are prohibi ted from sel l ing personal  
informat ion or us ing i t  for any purpose other than per forming the ser vices in 
the contract .   Vendors should cer t i fy that  they unders tand these res tr ic t ions.

Train employees.
Employees who are responsible for handl ing consumer inquir ies about the 
business’s  pr ivacy pract ices must  be t rained in the r ight  to opt-out  and must  
know how to direct  consumers how they can exercise their  r ight  to opt-out  of  
having their  personal  informat ion sold.

This material is for informational purposes only and is not legal advice. 
You should not act upon this information without seeking professional 
counsel. The complete California Consumer Privacy Act is at Cal. Civ. 
Code §§1798.100, et seq.

For more information, contact one of the shareholders in Keesal, Young & 
Logan’s Privacy and Data Security group:  Stacey M. Garrett, David D. 
Piper, or Kristy H. Sambor. 9/10/2019
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